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Revision History 

Revision Date Release 

Label 

Release Version Notes 

1.0 2016/04/28 Windows 

FCS 

0.00.0000.47 (all)  

2.0 2016/09/11 Windows 

SR1 

0.01.0000.02 (all)  

3.0 2017/01/04 Windows 

SR2 

0.02.0000.08 (all)  

4.0 2017/08/16 Windows 

SR2.1 

0.02.0000.09 (all)  

5.0 2018/03/28 Windows 

SR2.1 

0.02.0000.11 (all)  

5.1 2018/04/13 Windows 

SR2.1 

0.02.0000.11 (all) Fixed Typo 

6.0 2018/07/17 Windows 

SR2.2 

0.02.0000.17 (Win 7, 

Windows server 2012, 

Windows server 2016) 

 

0.02.0000.19 (Win 10) 

 

6.1 2018/07/25 Windows 

SR2.2 

0.02.0000.19 (all) Integrated version 

7.0 2018/10/17 Windows 

SR2.3 

2.03.0000.01 (all)  

8.0 2019/08/13 Windows 

SR2.4 

2.04.0000.05 (all)  

9.0 2020/04/06 Windows 

SR3 

2.05.0000.03 (all)  
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1. Contents for This Release 

SR3 Windows image version v2.05.0000.03 is for Vess A3340s, A3340d series products. 

 

 

2. Release Information 

2.1 Release Content 

The SR3 release includes, 

1. Installation USB Image. 

- A33xxbsM_W10_Install_Usb_20200227-1_64.img for A3340 series. (Windows 10) 

- A33xxbsM_WES2012_Install_Usb_20200227-1_64.img for A3340 series. (Windows 

Server 2012) 

- A33xxbsM_WES2016_Install_Usb_20200227-1_64.img for A3340 series. (Windows 

Server 2016) 

- A33xxbsM_WSS2016_Install_Usb_20200227-1_64.img for A3340 series. (Windows 

Storage Server 2016 

2. Recover USB Image. 

- vessapp_nvr_target_windows_10_recovery_usb_20200305-1_64.img for VA3340 

series (Windows 10). 

- vessapp_nvr_target_windows_2012_recovery_usb_20200305-1_64.img for VA3340 

series (Windows 2012). 

- vessapp_nvr_target_windows_2016_recovery_usb_20200305-1_64.img for VA3340 

series (Windows 2016). 

3. RAID Driver Update Package. 

- vessapp_windows_channel_update_package_20200313-1.exe for A3340 series. 

4. White box RAID Driver Update Package. 

- vessapp_windows_whitebox_update_package_20200313-1.exe for A3340 series. 

2.2 Version 

2.2.1 Current Version 

Vess A3340 series SR3 Release: v2.05.0000.03 (All) 

Vess A3340 series SR3 Update package Release: v2.05.0000.03 (All) 

 

2.2.2 Last Version 

v2.04.0000.05 
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2.3 Highlights in this release 

1. Enhance the issue of penetration test. 

- PHP version show in response header. 

- Unauthenticated file download via WebPAM. 

- Remote code execution via send test E-Mail. 

- Reflected cross-site scripting. 

- Crash on Overlong Display Names. 

- Request to default administrator password of WebPAM. 

2. Update PHP to 7.3.13. 

3. Update Apache to 2.4.41. 

 

2.3.1 FW Related Fixes 

1. RT-255806: Multiple HDD reset command issued in the same time might cause the HDD could 

not accept new command. Correct the code flow of RAID driver to issue HDD reset command 

one by one. 

 

2.3.2 SW Related Fixes 

N/A 

 

2.4 Errata  

None 

 


